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1.1 This document aims to provide information 
to NHS commissioners on the security 
management clauses in the NHS Standard 
Contract 2017/18 and 2018/19: it explains how 
commissioners ensure that providers of NHS 
services comply with the requirements of the 
contract in this area, and what commissioners 
need to do to comply themselves.

1.2 NHS Protect leads on work to identify and 
tackle crime across the health service. The 
aim is to protect NHS staff and resources from 
activities that would otherwise undermine their 
effectiveness and their ability to meet the needs 
of patients and professionals. Ultimately, this 
helps to ensure the proper use of valuable NHS 
resources and a safer, more secure environment 
in which to deliver and receive care.

1.3	 NHS	Protect	has	five	high-level	organisational	
aims. These are:

• To provide national leadership for all NHS 
anti-crime work by applying an approach that 
is strategic, co-ordinated, intelligence-led and 
evidence based.

• To work in partnership with the Department of 
Health, commissioners and providers, as well 
as our key stakeholders, such as the police, 
CPS and local authorities to coordinate 
the delivery of our work and to take action 
against those who commit offences against 
the NHS.

• To establish a safe and secu re physical 
environment that has systems and policies 
in place to protect NHS staff from violence, 
harassment and abuse; safeguard 
NHS property and assets from theft, 
misappropriation, or criminal damage; and 
protect resources from fraud, bribery and 
corruption.

• To lead, within a clear professional and 
ethical framework, investigations into 
serious,	organised	and/or	complex	financial	
irregularities and losses which give rise to 
suspicions of fraud, bribery or corruption.

• To quality assure the delivery of anti-crime 
work with stakeholders to ensure the highest 
standard is consistently applied.

Standards relating to providers’ security 
management arrangements and the role of 
commissioners in overseeing them

1.4 Historically, NHS bodies were required to put in 
place arrangements to tackle fraud and manage 
security under Secretary of State Directions. 
Provisions introduced under the Health and 
Social Care Act 2012 mean that, for providers of 
NHS services, such arrangements are now set 
out in the standard commissioning contract.

1.5 Commissioners have an essential role in 
ensuring that the services they commission are 
safe and secure. They should therefore review 
providers’ security management arrangements 
to ensure they meet the requirements of 
the standard commissioning contract. The 
standards within this document set out what 
commissioners should do in this area. NHS 
England’s audit committee has approved and 
adopted these standards in order to ensure 
a	unified	approach	to	managing	security	in	
the NHS. NHS Protect’s quality assurance 
programme (see chapter 3 below) can assist 
with providing the appropriate assurance to 
commissioners in respect of providers’ security 
management work.

1.6 Standards relating to the monitoring of providers’ 
security management arrangements are 
highlighted by a shaded background.

1.7 The 2017/18 and 2018/19 version of the 
NHS Standard Contract is available at http://
www.england.nhs.uk/nhs-standard-contract/. 
The contract should be used by clinical 
commissioning groups (CCGs) and NHS 
England when commissioning NHS funded 
services including acute, ambulance, care 
home, community-based, high secure and 
mental health and learning disability services.

1.8 Service Condition 24 of the NHS Standard 
Contract requires the providers to put in place 
and maintain appropriate counter fraud and 
security management arrangements, having 
regard to NHS Protect’s standards. 

1 Introduction
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 Providers licensed1 by Monitor2, and NHS 
Trusts, are required to take the necessary action 
to meet the standards set by NHS Protect. The 
standards are available at http://www.nhsbsa. 
nhs.uk/3577.aspx.

1.9 Service Condition 24 also enables the 
commissioner’s nominated Local Security 
Management Specialist, a person nominated to 
act on their behalf, or a person nominated to act 
on NHS Protect’s behalf, to review the security 
management provisions put in place by the 
provider.

Standards relating to commissioners’ own 
security management arrangements

1.10 As well as overseeing the security management 
arrangements in place within providers, 
commissioners also need to ensure there 
are appropriate arrangements within their 
own organisations. The standards within this 
document set out what commissioners should 
do.

Overview of the document

1.11 Chapter 2 provides an overview of the 
standards.

1.12 Chapter 3 provides an overview of NHS 
Protect’s quality assurance programme.

1.13 Finally, chapter 4 provides a more detailed 
explanation for each of the standards, giving an 
indication of what the commissioner needs to do 
to comply with them.

1 A licence granted by Monitor under section 87 of the 
Health and Social Care Act 2012.

2 Monitor is a corporate body provided by section 61 of the 
Health and Social Care Act 2012. NHS Improvement has 
brought together two distinct legal entities: Monitor, a non-
departmental public body and the NHS Trust Development 
Authority, a special health authority, under a single 
leadership
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2 Overview of the standards

2.1 Anyone working in the NHS, receiving NHS 
treatment or visiting NHS premises has the 
right to feel safe and secure from violence and 
abuse, both physical and verbal. Funds and 
assets belonging to the NHS or used to provide 
NHS services should also be kept safe and 
secure at all times. A failure to do so can have 
a major impact on patient and staff welfare and 
on the standard of care patients receive from 
the NHS. Commissioners therefore need to 
obtain assurance that providers have adequate 
measures in place to protect patients staff  
and property. The standards in this document 
are designed to help commissioners assure 
themselves that the providers it contracts to 
deliver NHS services are delivering care in a 
safe and secure environment.

2.2 The standards have also been developed 
to support NHS commissioners in ensuring 
that they have proportionate security 
management arrangements in place within 
their own organisation. The standards will 
support commissioners in managing key 
aspects of security, identifying areas requiring 
improvement and developing their own plans 
for improvements. It is the responsibility of the 
organisation as a whole to ensure it meets 
the required standards, though one or more 
departments, business units or individuals may 
be	responsible	for	implementing	a	specific	
standard.

2.3 The security standards are set out in detail in 
chapter 4 of this document and there are four 
key sections that follow NHS Protect’s strategy:

 Strategic Governance. This section sets out 
the standards in relation to the organisation’s 
strategic governance arrangements. The aim 
is to ensure that anti-crime measures are 
embedded at all levels across the organisation.

 Inform and Involve. This section sets out the 
requirements in relation to raising awareness 
of crime risks against the NHS and working 
with NHS staff, stakeholders and the public to 
highlight the risks and consequences of crime 
against the NHS.

 Prevent and Deter. This section sets out 
the requirements in relation to discouraging 
individuals who may be tempted to commit 
crimes against the NHS and ensuring that

  opportunities for crime to occur are minimised.

 Hold to Account. This section sets out the 
requirements in relation to investigating security 
related incidents, obtaining sanctions against 
those responsible and seeking redress where 
appropriate.
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Strategic Governance

N.B. Standards relating to the monitoring of providers’ security management arrangements are 
highlighted by a shaded background.

1.1 A member of the executive board or governing body is responsible for overseeing and providing 
strategic management and support for all security management work within the organisation. This 
person is nominated to NHS Protect.

1.2 The organisation’s audit committee chair, non-executive directors, lay members and board or governing 
body level senior management provide clear and demonstrable support and strategic direction for 
security management work. Evidence of proactive management, control and evaluation of security 
management work is present. If NHS Protect has carried out a quality assessment, the non-executive 
directors/lay members and board/governing body level senior management ensure recommendations 
made are fully actioned.

1.3	 The	organisation	employs	or	contracts	a	qualified,	accredited	and	nominated	security	specialist(s)	to	
oversee and undertake the delivery of the full range of security management work.

1.4	 The	organisation	allocates	resources	and	investment	to	security	management	in	line	with	its	identified	
risks.

1.5 The organisation reports annually to its executive board or governing body on how it has met the 
standards set by NHS Protect in relation to security management, and its progress on local priorities as 
identified	in	its	work	plan.

1.6 Before commissioning a service under the NHS Standard Contract from a Monitor licence holder or an 
NHS trust, the organisation obtains assurance that the provider delivers services in a safe and secure 
environment, in line with NHS Protect’s security management standards for providers.

1.7 Where the NHS Standard Contract has been used to commission services from Monitor licence holders 
or NHS trusts, organisations who hold coordinating commissioner responsibilities for those providers 
should ensure services are being delivered in line with NHS Protect’s security management standards 
for providers.

Key Principle 1: Inform and Involve

2.1  The organisation has an ongoing programme of work to raise awareness of security measures and 
security management in order to create a pro-security culture among all staff. As part of this, the 
organisation participates in all national and local publicity initiatives, as required by NHS Protect, to 
improve security awareness. This programme of work will be reviewed, evaluated and updated as 
appropriate to ensure that it is effective.

2.2  There is effective internal and external communication in relation to security matters. 
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Key Principle 3: Hold to Account

4.1 The organisation has arrangements in place to ensure that security related incidents are investigated in 
a timely and proportionate manner and these arrangements are monitored, reviewed and evaluated.

4.2 The organisation is committed to applying all appropriate sanctions against those responsible for 
security related incidents.

Key principle 2: Prevent and Deter

3.1 The organisation risk assesses job roles and undertakes training needs analyses for all employees, 
contractors and volunteers whose work brings them into contact with NHS patients and members of the 
public. As a result, the level of training on prevention of violence and aggression is delivered to them 
in accordance with NHS Protect’s guidance on conflict resolution training. The training is monitored, 
reviewed and evaluated for effectiveness.

3.2 The organisation assesses the risks to its lone workers, including the risk of violence. It takes steps 
to avoid or control the risks and these measures are regularly and soundly monitored, reviewed and 
evaluated for their effectiveness.

3.3 The organisation distributes national and regional NHS Protect alerts to primary care contractors, 
relevant staff and third parties, and action is taken to raise awareness of security risks and incidents. 
The process is controlled, monitored, reviewed and evaluated.
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3 The quality assurance programme

Overview

3.1 NHS Protect provides national leadership for 
all NHS anti-crime work and is responsible for 
strategic and operational matters in relation to 
security management and anti-fraud work in the 
NHS. A key part of this function, and one of NHS 
Protect’s strategic aims, is to quality assure the 
delivery of anti-crime work with stakeholders 
to ensure that the highest standards are 
consistently applied.

3.2 The aim of the NHS anti-crime quality 
assurance programme is to ensure that quality 
requirements	are	fulfilled.	This	will	be	done	
through systematic measurement, comparison 
with standards, monitoring of processes and a 
continuous loop of feedback. NHS England’s 
audit committee has stated its commitment 
to ensuring commissioners achieve these 
standards and therefore requires assurance that 
they are being met via NHS Protect’s quality 
assurance programme.

3.3 Using the security management standards set 
out in this document, NHS Protect will support 
organisations through regular benchmarking, 
compliance testing, and evaluation of 
effectiveness and value for money. The quality 
assurance programme also enables the 
analysis of trends and patterns in performance 
in relation to each standard. This will assist in 
providing comprehensive and focused support 
to organisations.

3.4 Additionally, NHS Protect will provide 
robust assurance to stakeholders, including 
participating organisations, NHS England and 
the Department of Health (DH). Using our 
strong links with regulators such as the Care 
Quality Commission (CQC), Health and Safety 
Executive (HSE) and Monitor, we will share 
information about the standards of anti-crime 
work to eliminate duplication of effort.

3.5 Quality assurance of anti-crime work has been 
shown to drive up standards and NHS Protect 
has	developed	a	flexible,	responsive	and	
transparent process for this. This will ensure that 
the anti-crime work carried out mitigates both 
national	and	local	identified	risks.

3.6 This section provides guidance on the quality 
assurance programme and should be used in 
conjunction with other relevant instructions

  and guidance that have been issued to support 
security management work. These documents 
include:

• the NHS Standard Contract

• the NHS Security Management Manual

•	 the	document	‘Conflict	Resolution	Training:	
implementing the learning aims and 
outcomes’

• the document ‘Meeting needs and reducing 
distress: Guidance for the prevention and 
management of clinically related challenging 
behaviour in NHS settings’

3.7 This list is not exhaustive and additional 
guidance can be sought from NHS Protect if 
required.

Security management quality assurance 
programme

3.8 The NHS Protect quality assurance programme 
comprises two main processes: assurance 
and assessment. Both are closely linked to the 
security management standards set out in this 
document

3.9 The quality assurance process includes an 
annual self-review against the standards, 
which is conducted by organisations and 
submitted to NHS Protect. The assessment 
process is conducted by NHS Protect’s Quality 
and Compliance team in partnership with the 
organisation.

Assurance and the self review tool

3.10	 The	self-review	tool	(SRT)	enables	the	
organisation to produce a summary of the 
security management work carried out over 
the previous twelve months. Organisations are 
required	to	complete	the	SRT	annually	and	
return	it	to	NHS	Protect	by	a	specified	deadline.	
The	SRT	also	covers	the	key	areas	of	activity	
outlined in the standards.

3.11	 Upon	completion,	the	SRT	providers	a	red,	
amber	or	green	(RAG)	rating	for	each	of	the	key	
areas	and	an	overall	RAG	rating.	Further	details	
of the red, amber and green ratings are outlined 
in paragraph 3.37 below.

	3.12	 Organisations	should	use	the	SRT	in	
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conjunction with their work planning. They can 
use it to review the progress made against the 
work	plan.	The	SRT	can	also	assist	them	in	
identifying risk areas and formulating objectives 
and tasks as they develop the work plan. 
Organisations	can	also	use	the	SRT	to	monitor	
their compliance with the requirements of the 
standards throughout the year.

3.13	 NHS	Protect	will	develop	an	SRT	template	
which will be available to all commissioners.

Assessment

3.14 The assessment process is a means of 
evaluating an organisation’s effectiveness 
in dealing with the security management 
risks it faces. The process covers all activity 
conducted in the two years before the date of 
the assessment. The process is designed to be 
flexible,	transparent	and	responsive	to	locally	
and	nationally	identified	security	management	
risks. Where required, we shall provide 
organisations with recommendations to support 
them in mitigating their risks.

3.15 If an organisation, in the judgement of the 
Quality and Compliance team, requires an 
assessment, one of four types of assessment 
will be conducted: full, focused, thematic or 
triggered.

Full assessment

3.16 A full assessment would normally be used 
when an organisation’s security management 
arrangements	are	identified	as	being	at	
significant	risk.	Such	an	organisation	may	
demonstrate some or all of the following areas 
of concern (the list is not exhaustive):

• The red, amber or green rating provided in 
the	SRT	is	not	supported	by	comments	made	
in	the	SRT.

• Security management provision is lacking or 
inadequate.

• There are recommendations from previous 
assessments that have not been addressed.

• There is no evidence of a risk-based 
approach to security management work.

• The organisation is new or has recently 
started	to	provide	significant	new	services,	
and no previous history of effective security 
management work exists.

•	 Significant	concerns	are	raised	by	another	
part of NHS Protect.

	•	 There	are	significant	gaps	in	NHS	Protect-	
required work across key areas of activity or 
NHS Protect priority areas.

• The member of the executive board 
responsible for overseeing security 
management work raises concerns regarding 
the quality of the local security management 
service received.

• A regulator such as the HSE or CQC raises 
concerns regarding the quality of the service 
received.

3.17 A full assessment is conducted on all the NHS 
Protect key areas of activity as outlined in the 
standards.

Focused assessment

3.18 A focused assessment is undertaken in cases 
where an organisation either demonstrates a 
risk	in	a	specific	area	of	security	management	
activity or has demonstrated effective practice 
in one or more areas. A focused assessment 
is conducted on one or at most two of the 
key areas of activity, for example Strategic 
Governance or Inform and Involve.

3.19 A focused assessment might be conducted 
with organisations demonstrating some or all 
of the following characteristics(this list is not 
exhaustive:

• The red, amber or green rating provided in 
the	SRT	is	not	supported	by	comments	made	
in	the	SRT.

• There is a lack of evidence of measurable 
outcomes from the work carried out to 
mitigate risk.

• There are gaps in one or two of the key 
areas of activity, for example Hold to 
Account.

Thematic assessment

3.20 A thematic assessment applies to a number of 
organisations and may be conducted regionally 
or across organisations of a similar type.

3.21 Driven primarily by NHS Protect and DH 
priority areas, thematic assessments focus on 
compliance	and	the	identification	of	effective	
practice,	or	on	areas	of	concern	identified	by	the	
Quality and Compliance team. New NHS Protect 
guidance, after a reasonable period given for 
it to be embedded in organisations, may be 
followed up by a thematic assessment.

3.22 Thematic assessments are likely to focus on a 



Standards for commissioners 2017-18: Security management 11

specific	part	of	the	standards,	possibly	only	one	
standard rather than the whole of a key area.

Triggered assessments

3.23 Some organisations will not be selected for 
a full, focused or thematic assessment when 
the annual assurance is received. However, 
at any stage during the year, organisations 
may be selected for a triggered assessment. 
Triggered assessments are driven by emerging 
risks, normally of a serious nature, which may 
have come to the attention of the Quality and 
Compliance team through Senior Quality and 
Compliance Inspector (SQCI) liaison with other 
parts	of	NHS	Protect.	Reasons	for	a	triggered	
assessment may include, but are not limited to, 
the following:

•	 a	significant	and	adverse	change	in	security	
management specialist provision

•	 a	significant	failure	to	manage	organisational	
security management risks

• a lack of engagement with NHS Protect’s 
anti-crime strategy

• a lack of positive and proactive engagement 
with	NHS	Protect	staff	over	a	significant	
period, with a failure to improve after this has 
been highlighted

• an ongoing failure to action 
recommendations from NHS Protect 
assessments, in spite of support and 
assistance offered

3.24 If the organisation is selected for a triggered 
assessment, this can be a focused or a full 
assessment.

3.25 Following a full, focused or thematic 
assessment, whether triggered or not, the 
organisation is provided with a written report 
which provides advice and guidance on driving 
up the quality and value for money of its security 
management work. The intended outcome 
is improved standards of work, measured 
by future self review and annual reports and 
assessments.

3.26 Other quality assurance and compliance 
activities, in addition to assessments, may also 
take place to support and develop security 
management work within the organisation. 
These could include one-to-one meetings 
with key personnel and meetings with audit 
committees. 

3.27 The purpose of the security management 

quality assurance programme is to be 
constructive and supportive. The assurance 
and assessment processes do not focus 
solely on non-compliance with the standards; 
they also highlight compliance and outcomes 
achieved. Where standards are not being met, 
NHS Protect will provide advice, support and 
assistance to organisations in order to help them 
improve performance.

Assessment process

3.28 If an organisation is selected for assessment,  
at least four weeks’ notice will be given of any 
site visit. The SQCI conducting the assessment 
will notify the organisation of the dates for 
the assessment and will indicate the type of 
assessment and the areas that will be reviewed. 
The organisation will be asked to name a 
specific	contact	to	make	the	arrangements	for	
the site visit.

3.29 At this stage it is likely that the SQCI will request 
information from the organisation in relation to 
the areas that will be reviewed. This information 
enables the SQCI to formulate relevant 
questions before the assessment meeting and 
it helps in the review of evidence collected 
during the site visit. It is essential that any 
information requested is received by the SQCI 
within the deadline given. Failure to provide this 
information, or the provision of late information, 
is likely to extend the site visit and may have 
an impact on organisational compliance with 
standard 1.2.

3.30 During the site visit, the SQCI will wish to 
speak to the nominated security management 
specialist about the security management work 
carried out at the organisation. Depending on 
the area of enquiry and the type of assessment 
conducted, the SQCI may wish to speak to the 
member of the executive board responsible 
for overseeing security management work 
and other key staff. The organisation will be 
informed of this and given timely notice to make 
arrangements for these interviews to take place.

3.31 Following the interviews and any additional 
request for materials, the SQCI will produce a 
series of recommendations for the organisations 
to action. The ratings and recommendations will 
be discussed at a closing meeting, which ideally 
will be on the same day as the assessment visit 
or very shortly afterwards. It is expected that the 
ratings and recommendations can be agreed at 
this stage.

3.32 A quality assessment report will follow within 
four weeks of the closing meeting. The report 
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will	outline	the	findings	of	the	site	visit	in	full	and	
will include the recommendations discussed at 
the closing meeting. The organisation will be 
expected to complete an action plan to address 
the recommendations and return it to the SQCI 
within four weeks.

3.33 Following this, the organisation will be 
expected to comply with NHS Protect’s review 
process. This will involve sending progress 
reports and audit committee minutes to NHS 
Protect to demonstrate progress against the 
recommendations	made	in	the	final	report.	The	
organisation will be advised of requirements 
in relation to the review process at the closing 
meeting and in writing. 

3.34 Some organisations may have a review 
assessment, between nine and twelve months 
following the original assessment process. 
Review	assessment	site	visits	will	take	place	
when, in the opinion of the SQCI, one is 
necessary based on information received. The 
review assessment site visit should only focus 
on progress against the recommendations 
made at the previous assessment, unless there 
are	significant	matters	that	have	arisen	in	the	
meantime.

3.35 As indicated above, discussion and liaison 
are an integral part of the assessment 
process. Organisations and staff members 
have a number of opportunities to discuss the 
assessment process and the recommendations, 
including during the assessment itself, at 
the closing meeting and as part of ongoing 
liaison. For this reason, there is no formal 
appeal procedure. However, if the organisation 
is	dissatisfied	with	any	aspect	of	the	quality	
assurance programme, the matter may be 
raised	in	the	first	instance	with	the	Quality	and	
Compliance Lead (Security Management).

Performance levels

3.36 As a result of both assurance and assessment 
processes, organisations will be rated as 
being red, amber or green depending on 
how well they have performed against NHS 
Protect	requirements.	The	benefits	of	this	for	
organisations include:

• a clear snapshot of organisational progress 
against each of the standards

• an overall level which will assist with 
benchmarking against other organisations 
within their region

• the ability to monitor and measure ongoing  

improvement

• a means of assurance for DH and NHS 
England

3.37	 The	definitions	for	each	performance	rating	are	
listed below.

 NON-COMPLIANCE with the standard: RED.

	 A	risk	has	been	identified	but	no	action	has	
been taken to mitigate it, or the action taken is 
insufficient	in	scope.

 PARTIAL COMPLIANCE with the standard but 
little or no impact of work undertaken: AMBER.

	 A	risk	has	been	identified	and	action	has	
been taken to mitigate. There is evidence of 
compliance through outputs. However, the 
effectiveness of work undertaken has not yet 
been evaluated or there is no reduction of the 
risk. There is therefore little or no evidence of 
outcomes.

 FULL COMPLIANCE demonstrating impact of 
work undertaken: GREEN.

	 A	risk	has	been	identified,	work	has	been	carried	
out and the effectiveness of this work has been 
measured.. The risk has been mitigated or 
significant	progress	has	been	made	in	mitigating	
the risk. Outcomes are therefore present.

3.38	 Organisations	which	fulfil	the	requirements	of	
a standard, and can provide evidence of this 
through evaluation, can determine performance 
to be green for that standard. Organisations 
which can provide evidence of activity carried 
out, but cannot yet demonstrate that the activity 
has been assessed for effectiveness, will 
determine performance to be amber for that 
standard. Organisations which have carried out 
no	activity,	or	do	not	have	evidence	of	sufficient	
activity, will need to determine performance 
at the red rating. The rating reached for each 
standard contributes to an overall rating for 
the relevant key area of activity, as well as an 
organisational rating for achievement against all 
of the standards.

Identifying and mitigating risks

3.39 Organisations should adopt a risk-based 
approach when determining the amount of 
resources required to achieve the highest 
performance rating for each standard. 
Organisations vary in size and needs and a 
risk-based approach ensures that appropriate 
resources are mobilised to identify and 
address the security management needs of the 
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organisation.

3.40 Organisations should analyse each standard, 
consider what action is required and employ 
appropriate resources to ensure that the 
standard is met. By applying this method, 
organisations should end up with a series of 
tasks which enable the development of a work 
plan.

3.41 The process that organisations should adopt in 
identifying and mitigating risks is as follows:

Risk

3.42 The organisation should identify and assess 
the security risks it faces and put in place 
measures to address them. Nominated security 
management specialists should be working in 
areas where risk is present in order to maximise 
effectiveness. Working in areas where there are 
no security risks is not an appropriate use of 
resources.

Objectives

3.43	 Once	areas	of	risk	have	been	identified	and	
assessed, the organisation and the nominated 
security management specialist should be 
very clear about their objectives, or what they 
want to achieve in relation to mitigating or 
addressing the risk. Objectives should be clearly 
formulated (for example, percentage reductions 
or increases), as this helps with measuring and 
demonstrating outcomes.

Task

3.44 The organisation, probably through the 
nominated security management specialist, 
should then carry out the appropriate tasks to 
meet	the	defined	objectives.

Outputs

3.45 These are the products of the tasks performed  
to meet the objectives. Outputs provide 
evidence that the task has been carried out but 
generally do not, on their own, provide evidence               
of outcomes. Outputs might include presentation 
materials, policies and procedures or terms of 
reference.

Outcomes

3.46 These are the pieces of evidence that 
demonstrate the effective addressing of 
identified	risks	and	the	fulfilment	of	defined	
objectives. Outcomes may include, among other 
things: staff survey results, case closure reports, 
evidence of reduction in breaches of security, 

evidence demonstrating staff awareness and 
understanding of policies and procedures to 
reduce risk.

3.47 Following this methodology is not compulsory, 
although organisations will be assessed on the 
evidence of outputs and outcomes.

Weightings

3.48	 Some	standards	are	weighted	to	reflect	their	
overall importance in security management 
work,	and	to	reflect	areas	where	specific	
improvement is required nationally or where 
action is particularly required to mitigate 
organisational risk. The weightings are subject 
to ongoing review.

3.49	 Weightings	may	be	changed	to	reflect	new	and	
emerging risks addressed in the standards. 
If an organisation does not conduct activity 
against a weighted standard, the overall 
RAG	rating,	either	for	the	relevant	key	area	
of activity or for the self review as a whole, is 
affected. Further information on weightings will 
be shared with organisations, and any queries 
may be directed to    
securitymanagementqa@nhsprotect.gsi.gov.uk.

Reasonable expectations

3.50 In order to make the working relationship 
between organisations and the Quality and 
Compliance team as effective as possible, 
we have outlined what organisations can 
reasonably expect from us and what we 
can reasonably expect from organisations. 
Understanding these expectations (which are 
set out in Appendix 1) will help both parties 
make the most of working together.

Feedback

3.51 Your opinion counts and as part of our 
commitment to continuous improvement, 
we encourage feedback from stakeholders 
on the quality assurance programme. You 
can send your comments by email to 
securitymanagementqa@nhsprotect.gsi.gov.uk.
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4 Detailed explanation of the standards

Strategic Governance

Strategic Governance

Standard 1.1

A member of the executive board or governing body is responsible for overseeing and providing 
strategic management and support for all security management work within the organisation. This 
person is nominated to NHS Protect.

Organisation does not meet the standard

There is little or no evidence that a nominated member of the executive board or governing body oversees 
and provides strategic management and support for all security management work within the organisation. 

There is little or no evidence that a nominated member of the executive board or governing body has 
ensured the provision of relevant and timely information regarding security management work to NHS 
England upon request.

There is little or no oversight from a nominated member of the executive board or governing body on 
seeking assurance from providers regarding their compliance with security management requirements.

The nominated member of the executive board or governing body has not ensured there is a corporate/ or 
organisational strategy within which security management work is delivered. Where a strategy is in place, 

Rationale 

An organisational culture that is focused on security management requires effective leadership and a high level 
of commitment from senior management. This is particularly important where the responsibility for security is both 
internal (i.e. relating to the organisation’s own staff, properties and assets) and external (i.e. relating to providers 
that have been contracted by the organisation to provide NHS services). 

Identifying an individual from the executive board or governing body to lead on security issues, and the 
organisation’s security management strategy, helps the organisation and its contracted providers to focus on their 
strategic security management priorities, ensure adequate resources are allocated to meeting them and deliver 
improvements across the organisation. Oversight of security work should not be delegated to an individual below 
this level of seniority in the organisation.   

A key tool to assist with a corporate approach is an organisational security management strategy. This should be 
aligned	with	the	three	key	principles	for	action	as	identified	by	NHS	Protect:	Inform	and	Involve,	Prevent	and	Deter	
and Hold to Account.

Ratings

A red rating means non-compliance with the standard.

An amber rating means partial compliance with the standard. While the organisation has done work to 
meet the standard, this work has not been evaluated or it has not had a demonstrable impact.

A green rating means full compliance with the standard. The organisation has not only done work to 
meet the standard, but it has also evaluated the outcome of this work or can demonstrate its impact.

N.B. Standards relating to the monitoring of providers’ security management arrangements are 
highlighted by a shaded background.

(continues on next page)
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

•  NHS Protect strategy document ‘Tackling crime against the NHS: a strategic approach’

•  Materials generated by NHS Protect’s quality assurance programme

•  Minutes of executive board/governing body meetings where security issues are discussed

• 	Risk	management	meeting	agendas	and	minutes

•  Agendas and minutes of meetings with provider LSMSs

• 	Confirmation	received	from	NHS	Protect	that	a	member	of	the	executive	board	or	governing	body	has	
been nominated to NHS Protect  

•  Progress reports to the executive board or governing body

•  The organisation’s security management strategy

•  Documents covering:

 ○ 	Roles	and	responsibilities,	including	those	of	the	executive	board	member	(or	equivalent)	
responsible for security management work, the nominated security specialist (LSMS), associated 
functions (risk management, health and safety) and all staff

 ○  The organisation’s risk management strategy

Organisation meets the standard

A member of the executive board or governing body oversees and provides strategic management 
and support for all security management work within the organisation. There is evidence that these 
responsibilities are discharged effectively.

A member of the executive board or governing body oversees assurance work which is carried out with 
providers regarding their compliance with security management requirements.

The member of the executive board or governing body is nominated to NHS Protect. 

The nominated member of the executive board or governing body has ensured the provision of relevant and 
timely information regarding security management work to NHS England upon request.

Security management objectives are discussed and reviewed at a strategic level within the organisation and 
this is documented.

Where additional or corrective action is necessary, this is discussed and the appropriate actions are taken.

The nominated member of the executive board or governing body has ensured there is a corporate 
organisational strategy within which security management work is delivered. The strategy demonstrably 
addresses the priorities included in the work plan arising from the self review tool. It is based on NHS 
Protect’s national strategy.

Organisation partially meets the standard

Not applicable to this standard.

this does not address the priorities included in the work plan arising from the self review tool and it is 
not based on NHS Protect’s national strategy.

There is evidence of strategic management and support by a member of the executive board or governing 
body for all security management work within the organisation, but this person is not nominated to NHS 
Protect.

>>
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Strategic Governance

Standard 1.2

The organisation’s audit committee chair, non-executive directors, lay members and board or 
governing body level senior management provide clear and demonstrable support and strategic 
direction for security management work. Evidence of proactive management, control and evaluation 
of security management work is present. If NHS Protect has carried out a quality assessment, the 
non-executive directors/lay members and board/governing body level senior management ensure 
recommendations made are fully actioned.

Organisation does not meet the standard

There is little or no evidence of proactive support for security management work from senior management at 
the organisation.

Senior management demonstrates a lack of awareness of its responsibilities in relation to security 
management work and organisational objectives in this area.

Where there is an awareness of responsibilities, there is little or no evidence that senior management has 
discharged them effectively.

Senior management do not fully ensure the organisation’s compliance with the requirements of NHS 
Protect’s quality assurance programme.  

Following an NHS Protect quality assessment, senior management do not ensure action plan 
recommendations are implemented and there is no evidence of demonstrable outcomes. 

Updates on the implementation of action plan recommendations are not provided to NHS Protect upon 
request.

Organisation partially meets the standard

There is evidence of proactive support for security management work from senior management at the 
organisation. 

There is evidence that senior management recognises its responsibilities in relation to security management 
work.

Support for the trained and nominated person carrying out security management work on the part of the 
organisation is present and evident.

Senior management fully ensures the organisation’s compliance with the requirements of NHS Protect’s 
quality assurance programme. This includes, but is not limited to, ensuring action plan recommendations are 
implemented following any NHS Protect quality assessment. 

However, there is little or no evidence to indicate this work has been assessed for effectiveness by the 
organisation. There is little or no evidence of demonstrable outcomes from this work.

Rationale 

In order for the organisation to adequately address security management risks, there must be proactive support 
for NHS Protect’s strategy at senior management level. This will ensure security management work meets 
organisational	and	NHS	Protect	requirements,	and	there	is	sufficient	buy	in	for	it	at	senior	level.	This	will	assist	in	
mitigating security management risks.

Ratings
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

• NHS Protect strategy document ‘Tackling crime against the NHS: a strategic approach’

•  Meeting minutes, decisions, action points and records of their execution, particularly for decisions taken 
at board/governing body level

•  Audit committee minutes

•  Security management work plan

•  Communications to staff directly attributed to the chief executive and or board or governing body 
members, particularly communications to all staff

•  Staff surveys

•  Documentation arising from NHS Protect’s quality assurance programme

•  Evidence of the implementation of any recommendations made, including those made by NHS Protect 
as part of the quality assurance programme

•  NHS Audit Committee Handbook (relevant sections)

Organisation meets the standard

There is evidence of proactive support for security management work from senior management at the 
organisation. 

There is evidence that senior management recognises its responsibilities in relation to security management 
work.

Support for the trained and nominated person carrying out security management work on the part of the 
organisation is present and evident.

Senior management fully ensures the organisation’s compliance with the requirements of NHS Protect’s 
quality assurance programme. This includes, but is not limited to, ensuring action plan recommendations are 
implemented following any NHS Protect quality assessment. 

However, there is little or no evidence to indicate this work has been assessed for effectiveness by the 
organisation. There is little or no evidence of demonstrable outcomes from this work.
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Strategic Governance

Standard 1.3

The organisation employs or contracts a qualified, accredited and nominated security specialist(s) to 
oversee and undertake the delivery of the full range of security management work.

Organisation does not meet the standard

There	is	no	evidence	of	a	qualified	and	accredited	security	specialist	being	employed	or	contracted	to	
oversee and undertake the delivery of security management.

There	is	a	qualified	and	accredited	security	specialist	employed	or	contracted	to	oversee	and	undertake	the	
delivery of security management, but they are not nominated to NHS Protect.

The nominated security specialist does not update their skills or undertake continuing professional 
development.

The nominated security specialist does not attend the regional security management forums hosted by NHS 
Protect.

Organisation partially meets the standard

Not applicable to this standard.

Rationale 

By appointing a security specialist trained and accredited by NHS Protect to oversee and undertake the delivery 
of the full range of security management work, the organisation will be able to apply a consistent and professional 
approach	to	security	management.	Having	a	qualified,	accredited	and	nominated	security	specialist	also	helps	to	
ensure that the organisation is a safe and secure place to work and deliver care.

Ratings

Organisation meets the standard

There	is	a	qualified	and	accredited	security	specialist	employed	or	contracted	to	oversee	and	undertake	the	
delivery of security management work. 

The security specialist is nominated to NHS Protect.

The security specialist attends all necessary training courses and undertakes continuing professional 
development to update their skills.

The security specialist attends the regional security management forums hosted by NHS Protect.
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

•  NHS Protect strategy document ‘Tackling crime against the NHS: a strategic approach’

•  NHS Protect Security Management Manual

• 	Confirmation	received	from	NHS	Protect	that	a	local	security	management	specialist	has	been	
nominated to NHS Protect

•  Attendance records for security management forums

•  Training records held by NHS Protect

• Accreditation records held by NHS Protect

•  Evidence of continuing professional development

Links

NHS Litigation Authority (NHSLA)
http://www.nhsla.com/Pages/Home.aspx
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Strategic Governance

Standard 1.4

The organisation allocates resources and investment to security management in line with its 
identified risks.

Organisation does not meet the standard

There is little or no evidence of any strategic risk assessment work being carried out to identify security risks 
within the organisation.

Where strategic risk assessment work has been carried out, adequate resources have not been allocated to 
mitigate	the	identified	risks	within	a	reasonable	timescale.

Identified	security	risks	within	the	organisation	have	not	been	entered	onto	the	risk	register.

Where	measures	to	mitigate	identified	risks	have	been	included	into	an	organisational	work	plan,	the	
objectives of the work plan are not clear or measurable.

Organisation partially meets the standard

The organisation has carried out strategic risk assessment work to identify security risks within the 
organisation.

Identified	security	risks	within	the	organisation	have	been	entered	onto	the	risk	register.	Where	they	have	
not, the reasons for this are clearly documented.

As a result of strategic risk assessment work, proportionate levels of resources and investment have been 
allocated to effectively progress security management work within the organisation.

There is an organisational work plan in place which sets out security management work required within 
the organisation. This has clear and measurable objectives. However, progress against the workplan is not 
regularly monitored at a senior level.

Rationale 

Identifying the organisation’s overarching and strategic security management risks will help it to ensure that its 
resources are prioritised and targeted appropriately to mitigate these risks.

Ratings

Organisation meets the standard

The organisation has carried out strategic risk assessment work to identify security risks within the 
organisation.	Identified	risks	have	been	entered	onto	the	risk	register.	Where	they	have	not,	the	reasons	for	
this are clearly documented.

Measures	to	mitigate	identified	security	risks	have	been	included	into	an	organisational	work	plan.	A	
proportionate level of resources and investment has been allocated to deliver against it.

There are clear and measurable objectives within the organisational work plan. Where necessary, additional 
resources and investment are allocated in-year to address emerging risks.

Progress against the organisational work plan is regularly monitored at a senior level. This ensures 
resources	and	investment	allocated	to	security	management	work	within	the	organisation	are	sufficient	to	
mitigate	identified	risks.
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

• NHS Protect strategy document ‘Tackling crime against the NHS: a strategic approach’

•  The NHS Security Management Manual

•  Security risk assessments clearly recorded in the organisational risk register

• 	Risk	assessment	materials

•  Evidence of liaison with risk management staff within the organisation

•  Evidence of risk monitoring being done at a senior level

• 	Relevant	meeting	minutes,	action	points	and	records	of	their	execution

•  Security management work plan

•  Progress reports

•  The previous year’s work plan, along with evidence of a link between its contents and actions reported, if 
applicable

• The current year’s work plan, along with evidence of a link between actions reported against the 
previous work plan and the contents of the new one

• Risk	assessments	of	assets

• 	Risk	assessments	relating	to	access	control	

• Risk	assessments	relating	to	prescription	pads
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Strategic Governance

Standard 1.5

The organisation reports annually to its executive board or governing body on how it has met the 
standards set by NHS Protect in relation to security management, and its progress on local priorities 
as identified in its work plan.

Organisation does not meet the standard

There is no evidence that the organisation has completed an annual report demonstrating progress against 
security management objectives.

Where an annual report has been completed, it does not cover all key areas of security management 
activity as outlined in NHS Protect’s strategy. The report does not provide a full update on actions taken to 
address security management risks as outlined in the work plan for that year. Where an NHS Protect quality 
assessment has been conducted, there is no update on the progress made against the action plan. 

The annual report does not contain a fully completed self review against the standards or a statement 
of assurance. There is no evidence that the annual report has been reviewed or signed off by the 
organisation’s executive board or governing body.

Organisation partially meets the standard

Not applicable to this standard.

Rationale 

An annual report is the main way for the organisation to report on performance against its security management 
objectives,	both	internally	and	externally.	Reviewing	its	success	or	otherwise	in	achieving	objectives	will	assist	the	
organisation in planning ahead, driving up performance and verifying that it has the appropriate level of assurance 
in	this	area.	Review	and	sign	off	of	the	annual	report	should	not	be	delegated	to	any	other	committee	below	the	
executive board or governing body within an organisation.

Ratings

Organisation meets the standard

The annual report on security management work complies with NHS Protect’s guidance in relation to 
content, referring to all applicable standards for security management appropriately and providing a full 
update on progress against work plan objectives.

Where an NHS Protect quality assessment has been carried out, the annual report provides an update on 
the progress made against the action plan. 

An appropriately signed statement of assurance is included in the annual report and the report is reviewed 
or signed off by the organisation’s executive board or governing body. A fully completed self review tool is 
included with the annual report.

Where standards have not been met, the reasons for this are documented and corrective action is 
suggested for the following year.
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

•  NHS Protect strategy document: ‘Tackling crime against the NHS: a strategic approach’

•  The NHS Security Management Manual

•  Annual report of security management work

•  Completed self-review tool

• 	Relevant	meeting	minutes,	action	points	and	records	of	their	execution

•  Minutes from the meeting of the executive board or governing body, at which the annual report has been 
approved
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Strategic Governance

Standard 1.6

Before commissioning a service under the NHS Standard Contract from a Monitor licence holder or 
an NHS trust, the organisation obtains assurance that the provider delivers services in a safe and 
secure environment, in line with NHS Protect’s security management standards for providers.

Organisation does not meet the standard

Before commissioning a service under the NHS Standard Contract from a Monitor licence holder or an NHS 
trust, there is little or no evidence the organisation obtains assurance that the provider delivers services in a 
safe and secure environment.

The organisation may obtain some assurance before commissioning a service, but this is not based on 
compliance with NHS Protect’s security management standards for providers.

Organisation partially meets the standard

Before commissioning a service under the NHS Standard Contract from a Monitor licence holder or 
an NHS trust, the organisation obtains assurance that the provider delivers services in a safe and 
secure environment. This assurance is based on the provider’s compliance with NHS Protect’s security 
management standards for providers.

The organisation has not yet reviewed or evaluated its processes for obtaining assurance from providers 
before commissioning a service under the NHS Standard Contract, that the provider delivers services in a 
safe and secure environment.

Rationale 

In order to ensure that the services they commission are delivered in a safe and secure environment, 
commissioners need to understand the security risks faced by providers and how these risks should be mitigated. 
They can do this by obtaining assurance from providers, prior to entering into the standard contract with them, of 
their compliance with NHS Protect’s security management standards for providers. Providers who hold a licence 
issued by Monitor, or who are an NHS trust, are required to comply fully with NHS Protect’s security management 
standards for providers. Where a service is commissioned from these providers using the NHS Standard Contract, 
the organisation should seek assurance, as part of their pre-contract negotiations, that the provider delivers 
services in a safe and secure environment.

Ratings

Organisation meets the standard

Before commissioning a service under the NHS Standard Contract from a Monitor licence holder or an 
NHS trust, the organisation obtains assurance that the provider delivers services in a safe and secure 
environment.

This assurance is based on the provider’s compliance with NHS Protect’s security management standards 
for providers.

These	processes	are	regularly	reviewed	and	evaluated.	Where	necessary,	findings	lead	to	improvements	
being made.
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

•  NHS Standard Contract

•  NHS Protect’s security management standards for providers

• NHS Protect’s quality assurance programme

• 	Care	Quality	Commission	Regulations	2014

• 	Provider’s	self	review	tool	(SRT)

•  Contract tendering documentation
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Strategic Governance

Standard 1.7

Where the NHS Standard Contract has been used to commission services from Monitor licence 
holders or NHS trusts, organisations who hold coordinating commissioner responsibilities for 
those providers should ensure services are being delivered in line with NHS Protect’s security 
management standards for providers.

Organisation does not meet the standard

The organisation has no processes in place to monitor relevant providers in relation to NHS Protect’s 
security management standards. There may be some processes in place to monitor relevant providers, but 
these are not systematic nor effective.

Assurance has not been gained that relevant providers are complying with NHS Protect’s security 
management standards for providers.

Where relevant providers provide limited assurance, the organisation does not take effective action to 
monitor this.

Organisation partially meets the standard

The organisation has processes in place to monitor relevant providers in relation to NHS Protect’s security 
management standards.

Processes are systematic and effective. This allows for organisations to gain assurance that relevant 
providers are complying with NHS Protect’s security management standards for providers. 

All relevant information is taken into account when gaining assurance from providers. This includes, but is 
not limited to, a provider’s self review tool, annual report, work plan and any quality assessment reports.

Where relevant providers can only provide limited assurance, the organisation takes effective action to 
monitor	this.	Information	is	sought	as	to	how	identified	risks	will	be	mitigated	and	ongoing	monitoring	of	
those actions takes place.

The organisation has not reviewed or evaluated their processes for gaining assurance from relevant 
providers. Necessary improvements have not been implemented.

Rationale 

Security management related service conditions in the NHS Standard Contract require Monitor licence holders 
and NHS trusts to comply with NHS Protect’s security management standards for providers. Where organisations 
have coordinating commissioner responsibilities for those providers, compliance with this part of the contract 
should form part of regular contract monitoring activities.

Ratings

Organisation meets the standard

The organisation has processes in place to monitor relevant providers in relation to NHS Protect’s security 
management standards.

Processes are systematic and effective. This allows for organisations to gain assurance that relevant 
providers are complying with NHS Protect’s security management standards for providers. 

All relevant information is taken into account when gaining assurance from providers. This includes, but is 
(continues on next page)
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

•  NHS Standard Contract

• 	Self	review	tool	(SRT)

•  NHS Protect’s security management standards for providers

•  NHS Protect strategy document ‘Tackling crime against the NHS: a strategic approach’

•  The NHS Security Management Manual

•  Provider security strategy documents

•  Any provider’s security related policies not referenced in their strategy document

• 	Providers’	Reported	Physical	Assaults	(RPA)	statistics

• 	Provider	SIRS	reports

•  Provider annual reports (supplied by the provider)

•  Agreed contract monitoring arrangements

• 	Provider	SRTs	(supplied	by	the	provider	or	NHS	Protect)

•  Provider work plans (supplied by the provider)

•  NHS Protect quality assessment reports

• 	(for	NHS	England	only)	CCGs’	SRTs	(supplied	by	CCGs	or	NHS	Protect)

not limited to, a provider’s self review tool, annual report, work plan and any quality assessment reports.

Where relevant providers can only provide limited assurance, the organisation takes effective action to 
monitor	this.	Information	is	sought	as	to	how	identified	risks	will	be	mitigated	and	ongoing	monitoring	of	
those actions takes place.

The organisation has not reviewed or evaluated their processes for gaining assurance from relevant 
providers. Necessary improvements have not been implemented.

>>
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Inform and Involve

Standard 2.1

The organisation has an ongoing programme of work to raise awareness of security measures and 
security management in order to create a pro-security culture among all staff. As part of this, the 
organisation participates in all national and local publicity initiatives, as required by NHS Protect, to 
improve security awareness. This programme of work will be reviewed, evaluated and updated as 
appropriate to ensure that it is effective.

Organisation does not meet the standard

The organisation has not raised awareness of security measures and security management among staff 
and has not created a pro-security culture.

There is some work within the organisation to raise and maintain security awareness, but it is limited in 
scope and reach.

The	awareness	work	carried	out	does	not	take	identified	organisational	risks	into	account	and	is	not	fully	in	
line with NHS Protect strategic requirements.

The organisation has not participated in any national or local publicity initiatives, as required by NHS 
Protect, to improve security awareness.

Organisation partially meets the standard

The organisation has an ongoing programme of work to raise awareness of security measures and security 
management among all staff, based on local risk and needs and in line with NHS Protect’s strategy. A range 
of methods are used to reach the widest possible audience.

The organisation participates in all national and local publicity initiatives, as required by NHS Protect, to 
improve security awareness.

Advice is taken from the organisation’s communications staff, where appropriate, and from the Deterrence 

Rationale 

Raising	and	maintaining	security	awareness	among	staff	is	a	key	part	of	creating	a	strong	pro-security	culture	
within organisations.

The aim of this work is to ensure that all employees receive the key information they need to understand how 
security affects them and what their role and responsibilities are in creating a safe and secure organisation.

In addition, participating in national and local initiatives can help the organisation raise awareness of its security 
work and encourage staff to take a proactive role in security management.

Ratings

Key Principle 1: Inform and Involve

A red rating means non-compliance with the standard.

An amber rating means partial compliance with the standard. While the organisation has done work to 
meet the standard, this work has not been evaluated or it has not had a demonstrable impact.

A green rating means full compliance with the standard. The organisation has not only done work to 
meet the standard, but it has also evaluated the outcome of this work or can demonstrate its impact.

(continues on next page)
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

•  NHS Protect strategy document ‘Tackling crime against the NHS: a strategic approach’

•  The NHS Security Management Manual

•  NHS Protect’s Crime Awareness Toolkit, available at http://www.nhsbsa.nhs.uk/3643.aspx

•  Security awareness presentations

•  Corporate intranet pages and materials

•  Staff newsletters and team briefs

• Leaflets	and	posters

•  Evaluation of awareness work

•  Staff surveys

•  Work plans

•  Contents of the induction programme

•  Training learning aims and outcomes

•  Lesson plans

•  Trainer notes

•  Evaluation forms

•  Training evaluation results

•  Induction materials

•  Presentation evaluations

•  Staff surveys

•  Evidence of where awareness-raising work has been evaluated and changed to maximise its impact

•  Organisational risk assessments

•  Meeting minutes, action points and records of their execution

Organisation meets the standard

The organisation has an ongoing programme of work to raise awareness of security measures and security 
management among all staff using a range of methods that are appropriate to different staff groups.

There	is	evidence	that	presentations	and	other	awareness	materials	are	targeted	to	specific	staff	groups.

The organisation meaningfully evaluates the success of the programme of work and measures levels of 
awareness.

The results of the evaluation inform planning for future awareness work.

and Engagement team in NHS Protect.

There is limited or no evaluation of awareness work carried out or, where evaluation has been carried out, it 
is not on recent data or it is not sound enough to demonstrate a positive impact.

>>
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Links

Care	Quality	Commission,	‘Guidance	for	providers	on	meeting	the	regulations’,	Regulation	15
http://www.cqc.org.uk/sites/default/files/20150210_guidance_for_providers_on_meeting_the_regulations_final_01.pdf

Health and Safety at Work Act 1974
http://www.legislation.gov.uk/ukpga/1974/37/contents

Management	of	Health	and	Safety	at	Work	Regulations	1999
http://www.legislation.gov.uk/uksi/1999/3242/contents/made
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Inform and Involve

Standard 2.2

There is effective internal and external communication in relation to security matters.

Organisation does not meet the standard

There is little or no evidence of internal or external communication by the organisation in relation to security 
matters.

There may be evidence of some internal and external communication in relation to security matters but this 
is neither systematic nor effective.

Organisation partially meets the standard

The organisation has systems in place to communicate internally and externally in relation to security 
matters. Communications take place systematically and effectively.

There is little or no evidence to demonstrate these communications and systems are reviewed and 
evaluated.

Rationale 

Effective internal and external communications on security matters will help ensure a consistent and 
professional approach. Internal communications are those between departments within the organisation. 
External communications include those with other organisations such as providers, regulators and advisory 
bodies. It is important that relevant documentation is communicated internally to ensure all staff are aware of 
the organisation’s priorities and can work towards achieving them. External communication is necessary to 
ensure other organisations are made aware of relevant issues and that similar information may be received from 
them. The service conditions of the NHS Standard Contract require providers to report security incidents. The 
commissioning organisation therefore needs to be able to receive such reports and disseminate information to 
other providers.

Ratings

Organisation meets the standard

The organisation has systems in place to communicate internally and externally in relation to security 
matters. Communications take place systematically and effectively.

Communications	and	systems	are	regularly	reviewed	and	evaluated.	Where	necessary,	findings	lead	to	
improvements being made.
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

• Correspondence or documentation of communications relating to security issues, including violence, 
theft and criminal damage

• 	Related	agendas,	minutes	and	action	points	and	records

•  Investigations demonstrating the effectiveness of local relationships and partnerships, even when no 
sanctions or redress are obtained

•  Service level agreements

•  Membership of community safety partnership

•  Membership of neighbourhood safety teams

•  Provider reporting mechanisms
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Organisation does not meet the standard

There is little or no evidence the organisation risk assesses job roles and undertakes training needs 
analyses for all employees, contractors and volunteers whose work brings them into contact with NHS 
patients and members of the public.

The organisation risk assesses job roles and undertakes training needs analyses for all employees, 
contractors and volunteers whose work brings them into contact with NHS patients and members of the 
public.	However,	this	has	not	resulted	in	staff	being	correctly	identified	as	requiring	training	on	prevention	of	
violence and aggression.

Where training is delivered, this does not follow current NHS Protect guidance.

Organisation partially meets the standard

The organisation risk assesses job roles and undertakes training needs analyses for all employees, 
contractors and volunteers whose work brings them into contact with NHS patients and members of the 
public.	This	leads	to	staff	being	correctly	identified	as	requiring	training	on	prevention	of	violence	and	
aggression.

The risk-based approach leads to staff receiving a level of training on prevention of violence and aggression 
which	is	equal	to	or	greater	than	that	specified	within	NHS	Protect	guidance.

The organisation does not regularly review and evaluate the training delivered to ensure it is effective.

Prevent and Deter

Standard 3.1

The organisation risk assesses job roles and undertakes training needs analyses for all employees, 
contractors and volunteers whose work brings them into contact with NHS patients and members 
of the public. As a result, the level of training on prevention of violence and aggression is delivered 
to them in accordance with NHS Protect’s guidance on conflict resolution training. The training is 
monitored, reviewed and evaluated for effectiveness.

Rationale 

It is important that staff feel safe in their working environment. Violent behaviour not only affects them personally 
but it also has a negative impact on the delivery of patient care.

Conflict	resolution	training	is	an	essential	preventative	tool	in	tackling	violence	and	aggression	against	staff.	It	
is clearly not enough to react to incidents after they occur; ways of reducing the risk of incidents occurring and 
preventing	them	from	happening	in	the	first	place	must	be	found.

Ratings

Key Principle 2: Prevent and Deter

A red rating means non-compliance with the standard.

An amber rating means partial compliance with the standard. While the organisation has done work to 
meet the standard, this work has not been evaluated or it has not had a demonstrable impact.

A green rating means full compliance with the standard. The organisation has not only done work to 
meet the standard, but it has also evaluated the outcome of this work or can demonstrate its impact.



Standards for commissioners 2017-18: Security management 34

Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

• NHS Protect document ‘Tackling crime against the NHS: a strategic approach’

• 	NHS	Protect	guidance	‘Conflict	Resolution	Training:	implementing	the	learning	aims	and	outcomes’

•  Skills for Health document ‘UK Core Skills Training Framework’, subject 4

•  Skills CFA document ‘Prevention and Management of Violence in the Workplace National Occupational 
Standards’

• Reported	Physical	Assaults	(RPA)	statistics

• 	Strategy	for	delivery	of	CRT	across	the	organisation

• 	Risk	assessment	records

• 	Records	of	training	needs	analyses

• 	CRT	learning	aims	and	outcomes

• 	CRT	lesson	plans,	presentations	and	training	materials

•  Delegate feedback

•  Training records and training needs analyses

•  Knowledge check

•  Training evaluation

Links

Meeting needs and reducing distress: Guidance on the prevention and management of clinically related 
challenging behaviour in NHS settings
http://www.nhsprotect.nhs.uk/reducingdistress

Conflict	Resolution	Training	guidance
http://www.nhsbsa.nhs.uk/Protect

Health, Safety and Wellbeing Partnership Group
http://www.nhsemployers.org/your-workforce/pay-and-reward/national-negotiations/nhs-staff-council/ 
health-safety-and-wellbeing-partnership-group-hswpg

Health and Safety at Work Act 1974
http://www.legislation.gov.uk/ukpga/1974/37/contents

Management	of	Health	and	Safety	at	Work	Regulations	1999
http://www.legislation.gov.uk/uksi/1999/3242/contents/made

Organisation meets the standard

The organisation risk assesses job roles and undertakes training needs analyses for all employees, 
contractors and volunteers whose work brings them into contact with NHS patients and members of the 
public.	This	leads	to	staff	being	correctly	identified	as	requiring	training	on	prevention	of	violence	and	
aggression.

The risk-based approach leads to staff receiving a level of training on prevention of violence and aggression 
which	is	equal	to	or	greater	than	that	specified	within	NHS	Protect	guidance.

The organisation regularly reviews and evaluates the training delivered and can demonstrate it is effective.
Where	necessary,	findings	lead	to	improvements	being	made.
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Care	Quality	Commission,	‘Guidance	for	providers	on	meeting	the	regulations’,	Regulations	18	and	19
http://www.cqc.org.uk/sites/default/files/20150210_guidance_for_providers_on_meeting_the_regulations_final_01.pdf

Health, Safety and Wellbeing Partnership Group
http://www.nhsemployers.org/your-workforce/pay-and-reward/national-negotiations/nhs-staff-council/ 
health-safety-and-wellbeing-partnership-group-hswpg
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Organisation does not meet the standard

There is little or no evidence to demonstrate the organisation assesses the risks to its lone workers. 

Where risk assessment work is undertaken, this is not done in a systematic or effective manner.

There is little or no evidence to demonstrate the organisation has taken steps to avoid or control the risks to 
its lone workers.

Organisation partially meets the standard

The organisation assesses the risks to its lone workers.

Risk	assessments	are	undertaken	in	a	systematic	and	effective	manner.

Steps are taken to avoid or control the risks to lone workers.

There is little or no evidence the organisation reviews and evaluates its systems, and the steps taken, to 
avoid or control the risks to its lone workers.

Rationale 

It is essential that staff feel safe and secure, so that they can perform their duties free from the fear of violence. 
They	must	also	be	confident	that	the	organisation	is	committed	to	taking	effective	action	and	providing	support	if	
they	find	themselves	in	a	threatening	environment	and	need	help.	This	should	be	backed	up	by	robust	procedures.

Due to the nature of their work, lone workers need to be provided with additional support, as well as training, to 
deal with increased risks. At the same time the organisation should empower staff to take a greater degree of 
responsibility for their own safety and security.

In	NHS	Protect’s	definition,	a	‘lone	working’	situation,	is	‘any	situation	in	which	someone	works	without	a	colleague	
nearby, or when someone is working out of sight or earshot of another colleague’.

Ratings

Organisation meets the standard

The organisation assesses the risks to its lone workers.

Risk	assessments	are	undertaken	in	a	systematic	and	effective	manner	and	steps	are	taken	to	avoid	or	
control the risks to lone workers.

The organisation regularly reviews and evaluates its systems to avoid or control the risks to its lone workers.
Where	necessary,	findings	lead	to	improvements	being	made.

The organisation monitors the steps taken to avoid or control the risks to its lone workers and can 
demonstrate these are adhered to by staff.

Prevent and Deter

Standard 3.2

The organisation assesses the risks to its lone workers, including the risk of violence. It takes steps 
to avoid or control the risks and these measures are regularly and soundly monitored, reviewed and 
evaluated for their effectiveness.
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

•  NHS Protect document ‘Tackling crime against the NHS: a strategic approach’

•  NHS Protect document ‘A guide for the better protection of lone workers in the NHS’

• 	Reported	physical	assaults	on	NHS	staff	figures

•  Lone worker policies and procedures 

•  Strategy for the delivery of training to lone workers across the organisation

•  Lone worker risk assessments

•  Training needs analyses

•  Lone worker learning aims and outcomes

•  Lone worker training lesson plans, presentations and training materials

•  Delegate feedback

•  Training records

•  Training evaluation

•  Examples of information sharing

•  Post incident action, including reporting and reviews

•  Use of lone worker devices

•  Contingency planning documents

Links

NHS Protect document: Developing a policy for the protection of lone workers
http://www.nhsbsa.nhs.uk/4248.aspx

NHS Lone Worker Protection Service
http://www.nhsbsa.nhs.uk/4248.aspx

Lone working framework agreement
http://www.nhsbsa.nhs.uk/Documents/SecurityManagement/NHS_Lone_Worker_Part_1_-_Agreement_(ACN1).pdf

Lone working framework model contract
http://www.nhsbsa.nhs.uk/Documents/SecurityManagement/NHS_Lone_Worker_Part_2_-_Call-off_(ACN1).pdf

Lone Worker estate mapping exercise
http://www.nhsbsa.nhs.uk/Documents/SecurityManagement/Lone_Worker_Estate_Mapping_Report_July_2015.pdf

POSHH document: Improving safety for lone workers: A guide for lone workers 
http://www.nhsbsa.nhs.uk/Documents/SecurityManagement/Improving_safety_for_lone_workers_-_workers_guide_ 
FINAL.pdf

POSHH document: Improving safety for lone workers: A guide for managers 
http://www.nhsbsa.nhs.uk/Documents/SecurityManagement/Improving_safety_for_lone_workers_-_managers_guide_ 
FINAL.pdf

HSE document: Working Alone, Health and guidance on the risks of lone working
http://www.hse.gov.uk/pubns/indg73.pdf

Defra, Dealing with irresponsible dog ownership: Practitioner’s manual
http://www.gov.uk/government/publications/dealing-with-irresponsible-dog-ownership-practitioners-manual
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Contract award notice
http://www.nhsbsa.nhs.uk/Documents/SecurityManagement/Lone_Worker_Estate_Mapping_Report_July_2015.pdf

Lone working framework schedules
http://www.nhsbsa.nhs.uk/Documents/SecurityManagement/NHS_Lone_Worker_Part_3_-_Schedules_(ACN1)(CS).pdf

British Security Industry Association
http://www.bsia.co.uk/sections/lone-workers.aspx
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Organisation does not meet the standard

There is little or no evidence the organisation distributes national and regional NHS Protect alerts to primary 
care contractors, relevant staff and third parties.

There is no effective system in place to control the issue of alerts in a way which meets statutory 
requirements.

The organisation may have distributed some national or regional NHS Protect alerts, but this is not done in 
a systematic or effective manner.

Some alerts have not been distributed where appropriate and action has not been taken to raise awareness 
of security risks and incidents.

Organisation partially meets the standard

The organisation distributes all relevant national and regional NHS Protect alerts to primary care contractors, 
relevant staff and third parties. This is done in a systematic and effective manner, which means action is 
taken to raise awareness of security risks and incidents.

A process is in place to appropriately identify who should receive the alerts.

A system is in place to control the issue of alerts in a way which meets statutory requirements.

In relation to the issue, distribution and withdrawal of alerts, NHS Protect guidance has been taken into 
account.

There is little or no evidence the organisation reviews and evaluates its systems and processes for 
distributing all relevant national and regional NHS Protect alerts.

There is little or no evidence the organisation has measured levels of awareness resulting from the issue of 
all relevant national or regional NHS Protect alerts.

Rationale 

NHS	Protect	issues	alerts	in	cases	where	commissioners	and/or	providers	need	to	be	aware	of	specific	security	
risks (e.g. individuals who may pose a threat to healthcare staff). Commissioners are the best conduit for 
such alerts, as they are in frequent contact with providers and are able to send information to them. Where 
responsibility for distributing alerts to primary care contractors has been delegated from NHS England, this should 
also be carried out by commissioners.

Ratings

Organisation meets the standard

The organisation distributes all relevant national and regional NHS Protect alerts to primary care contractors, 
relevant staff and third parties. This is done in a systematic and effective manner, which means action is 
taken to raise awareness of security risks and incidents.

Prevent and Deter

Standard 3.3

The organisation distributes national and regional NHS Protect alerts to primary care contractors, 
relevant staff and third parties, and action is taken to raise awareness of security risks and incidents. 
The process is controlled, monitored, reviewed and evaluated.

(continues on next page)
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

•  NHS Protect strategy document ‘Tackling crime against the NHS: a strategic approach’

•  The NHS Security Management Manual

•  NHS Protect guidance on the request and issue of an NHS security management alert

•  Evidence that the organisation has issued all relevant security alerts

•  Evidence that the organisation has withdrawn relevant publicity alerts

• 	Process	for	the	identification	of	staff	who	should	receive	the	alerts

•  A process for receipt, distribution and withdrawal of NHS Protect alerts which is in line with NHS Protect 
guidance

• 	Confidentiality	–	NHS	Code	of	Practice

•  Data Protection Act 1998

•  DH guidance on the Data Protection Act 1998

• 	Compliance	Advice	–	Violent	Warning	Markers:	Use	in	the	Public	Sector

• 	Human	Rights	Act	1998

• 	Home	Office	guidance	on	publicising	anti-social	behaviour	orders	(ASBOs)

•  Evaluation of the regional and national alert processes and procedures

•  Evidence of where the regional and national alert processes and procedures have been changed to 
maximise their impact as a result of evaluation

A process is in place to appropriately identify who should receive the alerts and a system is in place to 
control the issue of alerts in a way which meets statutory requirements.

In relation to the issue, distribution and withdrawal of alerts, NHS Protect guidance has been taken into 
account.

The organisation reviews and evaluates its systems and processes for distributing all relevant national and 
regional	NHS	Protect	alerts.	Where	necessary,	findings	lead	to	improvements	being	made.

The organisation measures levels of awareness resulting from the issue of all relevant national or regional 
NHS	Protect	alerts.	Where	necessary,	findings	are	used	to	maximise	the	levels	of	awareness	generated.

>>
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Organisation does not meet the standard

There is little or no evidence the organisation has arrangements in place to ensure that security related 
incidents are investigated in a timely and proportionate manner.

Investigations may be carried out, but they are not conducted in line with relevant legislation and NHS 
Protect guidance.

Rationale 

All investigations into allegations of security related incidents should be carried out in a timely and proportionate 
manner, so that evidence is preserved and any witnesses can recall facts more accurately. The investigation 
process should be documented, and arrangements for investigations should be monitored, reviewed and 
evaluated: this helps ensure that investigations are carried out to the highest possible standard, and that the 
organisation learns from its investigations.

Ratings

Hold to Account

Standard 4.1

The organisation has arrangements in place to ensure that security related incidents are investigated 
in a timely and proportionate manner and these arrangements are monitored, reviewed and 
evaluated.

Key Principle 3: Hold to Account

A red rating means non-compliance with the standard.

An amber rating means partial compliance with the standard. While the organisation has done work to 
meet the standard, this work has not been evaluated or it has not had a demonstrable impact.

A green rating means full compliance with the standard. The organisation has not only done work to 
meet the standard, but it has also evaluated the outcome of this work or can demonstrate its impact.

Organisation partially meets the standard

The organisation has arrangements in place to ensure that security related incidents are investigated in a 
timely and proportionate manner. However, no incidents have been reported.

The organisation systematically and effectively carries out investigations into security related incidents in 
a timely and proportionate manner. These are conducted in line with relevant legislation and NHS Protect 
guidance.

Investigations are carried out appropriately, either internally or involving the police.

Investigation	findings	are	not	used	to	improve	policies	and	procedures,	where	necessary,	to	prevent	security	
related incidents from reoccurring.

There is little or no evidence the organisation monitors, reviews and evaluates the effectiveness of its 
arrangements to investigate security related incidents.
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

•  NHS Protect’s security management standards for providers

•  Health & Safety at Work Act 1974

•  NHS Protect strategy document ‘Tackling crime against the NHS: a strategic approach’

•  The NHS Security Management Manual

•  NHS Protect guidance on investigating security incidents and breaches

• 	Relevant	supporting	legislation

•  NHS Protect/accreditation board records

•  NHS Protect CPD training records

•  Organisational policies, e.g. allocation of cases

•  Other relevant policies and procedures

•  Evidence of joint working arrangements with local police, including (where applicable) an incident 
response plan

• 	Records	of	police	liaison	and	action	taken	as	a	result

• 	Records	of	all	cases	and	case	closures

•  Policy changes resulting from investigative work

•  Summary reports to committees

•  Case conferences

•  Meeting minutes, action points and records of their execution

•  Incident investigation reports

• 	Records	of	related	police	work

•  Evidence that investigative arrangements are regularly evaluated

• 	Evidence	that	findings	from	evaluations	lead	to	improvements	in	investigative	arrangements

Organisation meets the standard

The organisation systematically and effectively carries out investigations into security related incidents in 
a timely and proportionate manner. Where these are carried out internally, they are conducted in line with 
relevant legislation and NHS Protect guidance.

Police are requested to investigate security related incidents, where appropriate.

The	findings	of	investigations	are	reviewed	and	this	leads	to	policy	and	procedural	changes,	where	
necessary, to prevent security related incidents from reoccurring.

The organisation monitors, reviews and evaluates the effectiveness of its arrangements to investigate 
security	related	incidents.	Where	necessary,	findings	lead	to	improvements	being	made.
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Organisation does not meet the standard

There is little or no evidence the organisation is committed to applying all appropriate sanctions against 
those responsible for security related incidents.

A commitment to applying all appropriate sanctions may be apparent in some cases, but this is not 
systematically applied to each security related incident.

Organisation partially meets the standard

The organisation is committed to applying all appropriate sanctions against those responsible for security 
related incidents. Policies and procedures are in place which support this commitment.

The organisation seeks to apply the full range of sanctions available and, where appropriate, works with 
NHS Protect’s Legal Protection Unit to ensure sanctions are applied.

Where a decision is taken not to apply a sanction, the advice received about this, and the reasons for the 
decision, are documented.

The organisation does not regularly review and evaluate the effectiveness of its arrangements for applying 
all appropriate sanctions against those responsible for security related incidents.

Rationale 

When investigating any allegation of violence, theft, criminal damage, or any security breach, it is important that 
the organisation considers the full range of possible sanctions. At the end of the investigation, where wrongdoing 
is	identified,	the	organisation	should	seek	to	apply	the	most	appropriate	sanctions	against	the	individual(s)	
involved. However, due to medical or clinical factors it may not be appropriate to apply sanctions in certain cases. 
This should be considered on a case by case basis.

A failure to apply sanctions may negatively affect the organisation’s reputation and its ability to deter others from 
committing similar offences.

Ratings

Organisation meets the standard

The organisation is committed to applying all appropriate sanctions against those responsible for security 
related incidents. Policies and procedures are in place which support this commitment.

The organisation seeks to apply the full range of sanctions available. Where a decision is taken not to apply 
a sanction, the advice received about this, and the reasons for the decision, are documented.

Sanctions obtained for security related incidents are publicised. Where this is not deemed appropriate, the 
reasons for this decision are documented.

The organisation regularly reviews and evaluates the effectiveness of its arrangements for applying all 
appropriate	sanctions	against	those	responsible	for	security	related	incidents.	Where	necessary,	findings	
lead to improvements being made.

Prevent and Deter

Standard 4.2

The organisation is committed to applying all appropriate sanctions against those responsible for 
security related incidents.
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Guidance, supporting documentation and evidence

Organisations should consider the following (the list is not exhaustive):

•  NHS England’s Serious Incident Framework

•  Health & Safety at Work Act 1974

• 	Care	Quality	Commission	Regulations	2014

•  NICE Clinical guideline CG25, Violence: The short-term management of disturbed/violent behaviour in 
in-patient psychiatric settings and emergency departments

• 	NHS	England	–	Patient	Safety	(for	the	purposes	of	child	abduction	as	a	Statutory	Instrument)

•  NHS Protect strategy document ‘Tackling crime against the NHS: a strategic approach’

•  The NHS Security Management Manual

•  NHS Protect guidance Applying appropriate sanctions consistently (April 2013)

•  NHS Protect guidance on clinically-related challenging behaviour

•  The organisation’s security policy, including any measures on applying sanctions

•  Other relevant policies and procedures

•  Minutes from board or senior management meetings where sanctions are discussed

•  Correspondence with NHS Protect’s Legal Protection Unit

•  Evidence of joint working arrangements with local police, including (where applicable) an incident 
response plan

• Successful prosecutions in relation to security incidents at the organisation

•  Publicity on successful prosecutions

•  Meeting minutes, action points and records of their execution

•  Communications to staff

•  Police engagement over investigations and sanctions

•  Evidence that the sanctions arrangements are regularly evaluated

• 	Evidence	that	findings	from	evaluations	are	lead	to	improvements	in	the	arrangements

•  Injunctions to prevent nuisance or annoyance

•  Police cautions

•  Non-criminal sanctions, including internal disciplinary sanctions, acceptable behaviour agreements, 
withholding of treatment sanctions, written warnings and ASBOs

• 	Civil	redress,	fines	and	voluntary	recoveries

Links

NHS Litigation Authority
http://www.nhsla.com/Pages/Home.aspx
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Quality assurance programme - Reasonable expectations of the parties 

 Appendix 1

Your reasonable expectations of us and how we 
will work with you.

Our reasonable expectations of organisations and 
how they will work with us.

All parties will engage in a professional and polite manner at all times.

We will be consistent, fair and transparent, taking a 
constructive and supportive approach.

 
 

The	Self	Review	Tool	will	be	completed	and	signed	off	
by the relevant organisational representative and sent 
to NHS Protect within the required deadline.

We will give organisations a minimum of four weeks’ 
notice of an assessment site visit, our evidence 
requirements and necessary arrangements in relation 
to relevant staff interviews and site visit requirements. 

The site visit is comprehensively organised and 
communicated to the Quality and Compliance team 
in line with our evidence requirements and all other 
necessary arrangements by the due date provided in 
line with the requirements of standard 1.2.

All advance evidence requested must be supplied to the 
SQCI by the due date. Failure to comply with deadlines 
may mean that the organisation is in breach of standard 
1.2.    

Organisations will be assigned a named 
representative, usually a Senior Quality and 
Compliance Inspector, and provided with their full 
contact details, to provide support in relation to the 
quality assurance programme.

A	timely	notification	of	a	named	organisation	
representative with full contact details to assist in 
assessment site visit arrangements should be submitted 
promptly.

We will provide comprehensive and timely feedback 
on all questions raised.

Any questions are fully raised at the earliest opportunity.

Access to the organisation’s staff as requested, 
including senior managers, in order to facilitate the 
assessment process.

The assessment will be completed and initial 
feedback provided at the closing meeting.

We	shall	provide	organisations	with	a	copy	of	the	final	
report no later than four weeks after the completion of 
the assessment visit.

The	organisation’s	response	to	the	final	report	
recommendations will be sent to the assigned Quality 
and Compliance representative within four weeks of 
receipt	of	the	final	report.

The organisation will comply with NHS Protect’s 
documented review process, responding to any queries 
and submitting requested documentation on time in line 
with standard 1.2. 
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 Appendix 2

LIAISON

YEARLY ASSURANCE

WORKPLAN
SELF REVIEW TOOL SENT TO NHS 

PROTECT

DOCUMENTS EVALUATED FOR
INTELLIGENCE AND RISK

ASSESSMENT REQUIRED OR DUE?

YES

SENIOR QUALITY AND 
COMPLIANCE

INSPECTORS REQUEST AND 
REVIEW REQUIRED EVIDENCE ON 
ASSESSMENT TYPE (THEMATIC, 

FULL OR FOCUSED)

ARRANGE DATE WITH 
ORGANISATION FOR

SITE VISIT (PERSONAL CONTACT)

SITE VISIT / ASSESSMENT
(PERSONAL CONTACT)

DISCUSS FINDINGS WITH 
ORGANISATION

PRODUCE REPORT

ISSUE REPORT (ORGANISATION, 
NHS PROTECT,

AREA SECURITY MANAGEMENT 
SPECIALIST)

LIAISON

NHS PROTECT 
STAFF

BENCHMARKING

NATIONAL REPORTNHS PROTECT 
AND REGULATORY 

INFORMATION

LOCAL RISK 
AND/OR NEEDS

NHS PROTECT 
NATIONAL 

PRIORITIES

LINK TO 
STANDARDS

NO

NO FURTHER 
ACTION
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Summary of changes for 2017-18

Standard Amendment
1.1 No change.

1.2 Headline standard, rationale and ratings have been amended.

1.3 Renumbered	to	1.4.

1.4 Headline standard, rationale and ratings have been amended.

1.5 Headline standard, rationale and ratings have been amended.
1.6 No change.
1.7 Headline standard, rationale and ratings have been amended.

2.1 Merged with 2.3. Headline standard, rationale and ratings have been amended. 

2.2 Deleted. 

2.3 Merged with 2.1.
3.1 No change.
3.2 Rationale	has	been	amended.
3.3 Rationale	has	been	amended.
4.1 No change.

4.2 No change.

 Appendix 3
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